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Risk Resources

HIPAA

American Health Information Management Association

¢ Accessing Deceased Patient Records FAQ

e HIPAA Compliance for Clinician Texting

American Medical Association
e HIPAA Administrative Simplification
o HIPAA Audits
e HIPAA Breach Notification Rule
e HIPAA Privacy & Security Resources
o HIPAA Privacy Rule
e HIPAA Security Rule & Risk Analysis
e HIPAA Violations & Enforcement

Centers for Medicare & Medicaid Services

e HIPAA Basics for Providers: Privacy, Security, & Breach Notification Rules

MedPro Group
¢ 15 Ways Healthcare Organizations Can Build a Strong Security Culture
e Artificial Intelligence Risks: Data Privacy and Security
¢ Balancing Social Media and Patient Privacy in Healthcare
e Ensuring HIPAA Compliance in Text Messaging
e Password Security Best Practices for Healthcare Organizations
e Preparing for the Inevitable: Security Incidents and Data Breaches

¢ Protecting Patient Confidentiality: A Legal and Ethical Obligation
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https://library.ahima.org/doc?oid=103866#.YFjJWqdKg2w
http://library.ahima.org/doc?oid=105342
https://www.ama-assn.org/practice-management/hipaa-administrative-simplification
https://www.ama-assn.org/practice-management/hipaa-audits
https://www.ama-assn.org/practice-management/hipaa-breach-notification-rule
https://www.ama-assn.org/practice-management/hipaa-privacy-security-resources
https://www.ama-assn.org/practice-management/hipaa-privacy-rule
https://www.ama-assn.org/practice-management/hipaa-security-rule-risk-analysis
https://www.ama-assn.org/practice-management/hipaa-violations-enforcement
https://www.cms.gov/outreach-and-education/medicare-learning-network-mln/mlnproducts/downloads/hipaaprivacyandsecurity.pdf
https://www.medpro.com/building-a-strong-security-culture-healthcare
https://www.medpro.com/building-a-strong-security-culture-healthcare
https://www.medpro.com/artificial-intelligence-risks-privacysecurity
https://www.medpro.com/patient-privacy-social-media
https://www.medpro.com/hipaa-compliance-text-messaging
https://www.medpro.com/password-security-best-practices-for-healthcare-organizations
https://www.medpro.com/password-security-best-practices-for-healthcare-organizations
https://www.medpro.com/security-incidents-data-breaches
https://www.medpro.com/protecting-patient-confidentiality

Risk Resources: HIPAA

e Risk Perspectives in Telehealth: Privacy & Security

e Strengthening the Frontline: Cybersecurity Training for Healthcare Workers

¢ The Benefits of a Personal Electronic Device Policy in Healthcare Practices

o Transferring Patient Health Records When Selling or Closing a Healthcare Practice
e Checklist: Due Diligence of Business Associates

e Checklist: Managing Social Media Risks in Healthcare

¢ Guideline: Health Records Release

e Guideline: Record Retention

e On-Demand Webinar: HIPAA Privacy and Security Essentials: Back to the Basics
e On-Demand Webinar: Social Media Risks for Healthcare and Dental Professionals
¢ Risk Q&A: Audio/Video Recording in Healthcare Practices

¢ Risk Q&A: Duty To Warn

e Risk Tips: Using Physical Safeguards to Prevent Security Breaches

e Risk Tips: Using Technology-Based Safeguards to Prevent Security Breaches

National Conference of State Legislatures

e Security Breach Notification Laws

e State Laws Related to Digital Privacy

The HIPAA Journal

e HIPAA And Social Media Guidelines

e HIPAA Compliance Checklist

e HIPAA Risk Assessment

e HIPAA Training Requirements

e HIPAA Updates and HIPAA Changes in 2023
e How to Respond to a Healthcare Data Breach

¢ What Are the HIPAA Breach Notification Requirements?
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https://www.medpro.com/telehealth-privacy-security-risks
https://www.medpro.com/cybersecurity-training-for-healthcare-workers
https://www.medpro.com/documents/10502/2820774/Article_The+Benefits+of+a+Personal+Electronic+Device+Policy.pdf
https://www.medpro.com/documents/10502/2820774/Article_Transferring+Patient+Health+Records.pdf
https://www.medpro.com/documents/10502/2899801/Checklist_Due+Diligence+of+Business+Associates.pdf
https://www.medpro.com/documents/10502/2899801/Checklist_Management+of+Social+Media+Risks.pdf
https://www.medpro.com/documents/10502/2837997/Guideline_Health+Records+Release.pdf
https://www.medpro.com/documents/10502/2837997/Guideline_Record+Retention.pdf
https://www.medpro.com/HIPAA-basics-od
https://www.medpro.com/social-media-risks-od
https://www.medpro.com/documents/10502/3019648/Risk+Q%26A_Audio-Video+Recording+in+Healthcare+Practices.pdf
https://www.medpro.com/documents/10502/3019648/Risk+Q%26A_Duty+to+Warn.pdf
https://www.medpro.com/documents/10502/3667697/Using+Physical+Safeguards+to+Prevent+Security+Breaches.pdf
https://www.medpro.com/documents/10502/3667697/Using+Technology-Based+Safeguards+to+Prevent+Security+Breaches.pdf
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://www.ncsl.org/technology-and-communication/state-laws-related-to-digital-privacy
https://www.ncsl.org/technology-and-communication/state-laws-related-to-digital-privacy
https://www.hipaajournal.com/hipaa-social-media/
https://www.hipaajournal.com/hipaa-compliance-checklist/
https://www.hipaajournal.com/hipaa-risk-assessment/
https://www.hipaajournal.com/hipaa-training-requirements/
https://www.hipaajournal.com/how-to-respond-to-a-healthcare-data-breach-8128/
https://www.hipaajournal.com/hipaa-breach-notification-requirements/
https://www.hipaajournal.com/hipaa-updates-hipaa-changes/
https://www.hipaajournal.com/hipaa-updates-hipaa-changes/

Risk Resources: HIPAA

The Office of the National Coordinator for Health Information
Technology

Guide to Privacy and Security of Electronic Health Information
HealthIT Playbook (Section 7: Privacy & Security)

Privacy & Security Resources & Tools

Security Risk Assessment Tool

Your Mobile Device and Health Information Privacy and Security

U.S. Department of Health and Human Services

Breach Notification Rule
Covered Entities and Business Associates
Emergency Situations: Preparedness, Planning, and Response

Guidance to Render Unsecured Protected Health Information Unusable, Unreadable, or
Indecipherable to Unauthorized Individuals

Health Information Privacy

HIPAA FAQs for Professionals

HIPAA News Releases & Bulletins

HIPAA Privacy, Security, and Breach Notification Audit Program

Individuals’ Right Under HIPAA to Access Their Health Information 45 CFR § 164.524
The HIPAA Privacy Rule

The Security Rule
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https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
https://www.healthit.gov/playbook/privacy-and-security/
https://www.healthit.gov/topic/privacy-security-and-hipaa/privacy-security-resources-tools
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.healthit.gov/topic/privacy-security-and-hipaa/your-mobile-device-and-health-information-privacy-and-security
https://www.healthit.gov/topic/privacy-security-and-hipaa/your-mobile-device-and-health-information-privacy-and-security
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/for-professionals/faq
https://www.hhs.gov/hipaa/newsroom/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html
https://www.hhs.gov/hipaa/for-professionals/security/index.html



