
 

 

Cybersecurity 
Agency for Healthcare Research and Quality  

• Cybersecurity and How to Maintain Patient Safety 

American Hospital Association 
• Cybersecurity Advocacy Resources, Thought Leadership and Latest News 

• Top Six Actions to Manage Hospital Cybersecurity Risks  

American Medical Association 
• Cybersecurity 101: What You Need to Know 

• Physician Cybersecurity 

Centers for Disease Control and Prevention 
• Healthcare Organization and Hospital Discussion Guide for Cybersecurity 

Cybersecurity & Infrastructure Security Agency 
• Avoiding Social Engineering and Phishing Attacks 

• CISA Cybersecurity Awareness Program 

• Cybersecurity Alerts & Advisories 

• Healthcare and Public Health Cybersecurity 

• Healthcare and Public Health Sector 

• Protecting Portable Devices: Data Security 

• Stop Ransomware 

  

https://psnet.ahrq.gov/perspective/cybersecurity-and-how-maintain-patient-safety
https://psnet.ahrq.gov/perspective/cybersecurity-and-how-maintain-patient-safety
https://www.aha.org/advocacy/leveraging-technology/cybersecurity
https://www.aha.org/guidesreports/2014-10-01-top-six-actions-manage-hospital-cybersecurity-risks
https://www.ama-assn.org/system/files/2018-11/playbook-resources-step-4-cybersecurity-101.pdf
https://www.ama-assn.org/practice-management/sustainability/physician-cybersecurity
https://stacks.cdc.gov/view/cdc/41474
https://stacks.cdc.gov/view/cdc/41474
https://us-cert.cisa.gov/ncas/tips/ST04-014
https://www.cisa.gov/stopthinkconnect
https://www.cisa.gov/uscert/ncas
https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare
https://www.cisa.gov/stopransomware/healthcare-and-public-health-sector
https://us-cert.cisa.gov/ncas/tips/ST04-020
https://www.cisa.gov/stopransomware
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Federal Bureau of Investigation 
• The Cyber Threat 

• Law Enforcement Cyber Incident Reporting 

HealthIT.gov 
• Health IT Privacy and Security Resources for Providers 

• Privacy & Security Training Games 

• SAFER Guide: Self-Assessment Contingency Planning 

• Security Risk Assessment Tool 

• Top 10 Tips for Cybersecurity in Health Care 

Health IT Security 
• Top Free Resources for Improving Healthcare Cybersecurity 

HIMSS 
• Application Security Questionnaire 

• Cybersecurity in Healthcare 

• Foundational Cybersecurity: The Fundamentals to Securing Your Environment Webinar 

• Patient Safety and Cybersecurity: Seeing the Bigger Picture 

HIPAA Journal 
• Healthcare Cybersecurity 

Maryland Health Care Commission 
• Cybersecurity Preparedness: Self-Assessment Questionnaire     

MedPro Group  
• 15 Ways Healthcare Organizations Can Build a Strong Security Culture   

• Artificial Intelligence Risks: Data Privacy and Security  

• Ensuring HIPAA Compliance in Text Messaging 

• Go Phish: Strategies for Proactively Preventing Phishing Attacks 

https://www.fbi.gov/investigate/cyber
https://www.fbi.gov/file-repository/law-enforcement-cyber-incident-reporting.pdf/view
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.healthit.gov/topic/privacy-security-and-hipaa/privacy-security-training-games
https://www.healthit.gov/sites/default/files/safer/guides/safer_contingency_planning.pdf
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.healthit.gov/sites/default/files/Top_10_Tips_for_Cybersecurity.pdf
https://healthitsecurity.com/features/top-free-resources-for-improving-healthcare-cybersecurity
https://www.himss.org/application-security-questionnaire
https://www.himss.org/resources/cybersecurity-healthcare
https://www.himss.org/resources/foundational-cybersecurity-fundamentals-securing-your-environment-webinar
https://www.himss.org/resources/patient-safety-and-cybersecurity-seeing-bigger-picture
https://www.hipaajournal.com/category/healthcare-cybersecurity/
https://mhcc.maryland.gov/mhcc/pages/hit/hit_cybersecurity/documents/Cybersecurity_Self-Assessment_Tool.pdf
https://www.medpro.com/building-a-strong-security-culture-healthcare
https://www.medpro.com/artificial-intelligence-risks-privacysecurity
https://www.medpro.com/hipaa-compliance-text-messaging
https://www.medpro.com/proactively-preventing-phishing-attacks
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• Password Security Best Practices for Healthcare Organizations  

• Preparing for the Inevitable: Security Incidents and Data Breaches 

• Risk Resources: HIPAA 

• Risk Tips: Preventing Security Breaches With Physical Safeguards  

• Risk Tips: Preventing Security Breaches With Technology-Based Safeguards  

• Securing Mobile Devices in Healthcare  

• Strengthening the Frontline: Cybersecurity Training for Healthcare Workers 

National Conference of State Legislatures 
• Security Breach Notification Laws 

National Institute of Standards and Technology 
• Computer Security Resource Center 

• Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule: A 
Cybersecurity Resource Guide 

• National Initiative for Cybersecurity Education 

National Rural Health Resource Center 
• Cybersecurity Toolkit for Rural Hospitals and Clinics 

Stop. Think. Connect.™ 
• Campaigns 

• Resources 

• Tips & Advice 

The Joint Commission 
• Sentinel Event Alert 67: Preserving Patient Safety After a Cyberattack 

U.S. Department of Health and Human Services 
• Breach Notification Rule 

• Cyber Security Guidance Material 

• Electronic Health Record Systems 

https://www.medpro.com/password-security-best-practices-for-healthcare-organizations
https://www.medpro.com/security-incidents-data-breaches
https://www.medpro.com/documents/10502/2824311/Risk+Resources_HIPAA.pdf
https://www.medpro.com/documents/10502/3667697/Using+Physical+Safeguards+to+Prevent+Security+Breaches.pdf
https://www.medpro.com/documents/10502/3667697/Using+Technology-Based+Safeguards+to+Prevent+Security+Breaches.pdf
https://www.medpro.com/documents/10502/3667697/Risk+Tips_Securing+Mobile+Devices+in+Healthcare_MedPro+Group.pdf
https://www.medpro.com/cybersecurity-training-for-healthcare-workers
https://www.ncsl.org/technology-and-communication/security-breach-notification-laws
https://www.ncsl.org/technology-and-communication/security-breach-notification-laws
https://csrc.nist.gov/
https://csrc.nist.gov/pubs/sp/800/66/r2/final
https://csrc.nist.gov/pubs/sp/800/66/r2/final
https://www.nist.gov/itl/applied-cybersecurity/nice
https://www.ruralcenter.org/resource-library/cybersecurity-toolkit-for-rural-hospitals-and-clinics
https://www.stopthinkconnect.org/campaigns
https://www.stopthinkconnect.org/resources
https://www.stopthinkconnect.org/tips-advice
https://www.jointcommission.org/resources/sentinel-event/sentinel-event-alert-newsletters/sentinel-event-alert-67-preserving-patient-safety-after-a-cyberattack/
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity/index.html
https://www.hhs.gov/sites/default/files/electronic-health-record-systems.pdf
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• Fact Sheet: Ransomware and HIPAA 

• Health Care Industry Cybersecurity Task Force: Report on Improving Cybersecurity in the 
Health Care Industry 

• Health Industry Cybersecurity Practices 

• HIPAA Security Rule: FAQs 

• Insider Threats in Healthcare 

• Multi-Factor Authentication & Smishing 

• Technical Resources, Assistance Center, and Information Exchange Cybersecurity (TRACIE) 
Resources 

U.S. Department of Homeland Security  
• Best Practices for Continuity of Operations (Handling Destructive Malware) 

U.S. Department of Justice 
• Best Practices for Victim Response and Reporting of Cyber Incidents 

U.S. Food and Drug Administration 
• Cybersecurity 

U.S. Government Interagency Publication 
• How to Protect Your Networks From Ransomware 
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https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf?language=es
https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf
https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf
https://405d.hhs.gov/cornerstone/hicp
https://www.hhs.gov/hipaa/for-professionals/faq/security-rule/index.html
https://www.hhs.gov/sites/default/files/insider-threats-in-healthcare.pdf
https://www.hhs.gov/sites/default/files/multi-factor-authentication-smishing.pdf
https://asprtracie.hhs.gov/technical-resources/86/Cybersecurity/86
https://asprtracie.hhs.gov/technical-resources/86/Cybersecurity/86
https://www.cisa.gov/sites/default/files/publications/best_practices_for_continuity_of_operations_handling_malware_508.pdf
https://www.justice.gov/sites/default/files/opa/speeches/attachments/2015/04/29/criminal_division_guidance_on_best_practices_for_victim_response_and_reporting_cyber_incidents.pdf
https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity
https://www.justice.gov/criminal-ccips/file/872771/download

