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Risk Resources

Electronic Health Records

Agency for Healthcare Research and Quality

e Cases & Commentaries: The Hazards of Distraction: Ticking All the EHR Boxes
o Digital Healthcare Research: Tools and Resources

e Patient Safety Primer: Alert Fatigue

e Patient Safety Primer: Computerized Provider Order Entry

e Patient Safety Primer: Electronic Health Records

e Perspectives on Safety: EHR Copy and Paste and Patient Safety

e Perspectives on Safety: Medical Scribes and Patient Safety

e Topic: Electronic Health Records

American Health Information Management Association
(AHIMA)

¢ Defining the Medical Record: Relationships of the Legal Medical Record, the Designated
Record Set, and the Electronic Health Record

e The Importance of Complying with Electronic Health Information Expansion

e Using Electronic Health Records Data to Identify Strong Performers in Healthcare Quality
Improvement

American Medical Association

e 7 EHR Usability, Safety Challenges—and How to Overcome Them
e Breach of Security in Electronic Medical Records: Code of Medical Ethics Opinion 3.3.3
¢ Digitally Enabled Care in Practice

o Patient Records Electronic Access Playbook
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https://psnet.ahrq.gov/webmm/case/398/the-hazards-of-distraction-ticking-all-the-ehr-boxes
https://digital.ahrq.gov/health-it-tools-and-resources
https://psnet.ahrq.gov/primers/primer/28/alert-fatigue
https://psnet.ahrq.gov/primers/primer/6/computerized-provider-order-entry
https://psnet.ahrq.gov/primers/primer/43/electronic-health-records
https://psnet.ahrq.gov/perspective/ehr-copy-and-paste-and-patient-safety
https://psnet.ahrq.gov/perspective/medical-scribes-and-patient-safety
https://www.ahrq.gov/topics/electronic-health-records-ehrs.html
https://perspectives.ahima.org/page/defining-the-medical-record-relationships-of-the-legal-medical-record-the-designated-record-set-and-the-electronic-health-record
https://perspectives.ahima.org/page/defining-the-medical-record-relationships-of-the-legal-medical-record-the-designated-record-set-and-the-electronic-health-record
https://journal.ahima.org/page/the-importance-of-complying-with-electronic-health-information-expansion
https://perspectives.ahima.org/page/using-electronic-health-records-data-to-identify-strong-performers-in-healthcare-quality-improvement
https://perspectives.ahima.org/page/using-electronic-health-records-data-to-identify-strong-performers-in-healthcare-quality-improvement
https://www.ama-assn.org/practice-management/digital/7-ehr-usability-safety-challenges-and-how-overcome-them
https://www.ama-assn.org/delivering-care/ethics/breach-security-electronic-medical-records
https://www.ama-assn.org/practice-management/digital/improving-electronic-health-records
https://www.ama-assn.org/system/files/2020-02/patient-records-playbook.pdf
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Centers for Medicare & Medicaid Services
e Certified EHR Technology

e Electronic Health Records

e Promoting Interoperability Programs

CRICO

e Malpractice Risks Associated with Electronic Health Records

ECRI Institute

e Health IT Safe Practices for Closing the Loop

HIMSS

e Patient Safety and Cybersecurity: Seeing the Bigger Picture

Journal of General Internal Medicine

o Ethical Implications of the Electronic Health Record: In the Service of the Patient

Journal of the American Medical Association

e Electronic Health Record Usability Issues and Potential Contribution to Patient Harm

e Virtual Scribes and Physician Time Spent on Electronic Health Records

Medical Economics

e How to Eliminate EHR-Based Medical Errors

¢ Risks of EHRs

Medical Professional Liability Association
e EHRs Demonstrate Troubling Correlation With MPL Claims

e Electronic Health Record Usability and Patient Safety: Risks and Mitigation Strategies

MedPro Group

¢ Aligning Electronic Health Record Use with Quality Improvement Goals

e Case Study: Failure to Diagnose Pulmonary Embolism Results in Patient's Untimely Death

5814 REED ROAD | FORT WAYNE, IN 46835 | 800.4MEDPRO | MEDPRO.COM

Hospitals « Facilities ¢« Senior Care ¢ Doctors ¢ Other Healthcare Professionals


https://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/Certification.html
https://www.cms.gov/priorities/key-initiatives/e-health/records
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/index.html
https://www.rmf.harvard.edu/Risk-Prevention-and-Education/Article-Catalog-Page/Articles/2017/Malpractice-Risks-Associated-with-Electronic-Health-Records
https://www.ecri.org/Resources/HIT/Closing_Loop/Closing_the_Loop_Toolkit.pdf
https://www.himss.org/resources/patient-safety-and-cybersecurity-seeing-bigger-picture
https://link.springer.com/article/10.1007/s11606-017-4030-1
https://jamanetwork.com/journals/jama/article-abstract/2676098
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2819249?resultClick=1
https://www.medicaleconomics.com/view/how-eliminate-ehr-based-medical-errors
https://www.medicaleconomics.com/article/risks-ehrs
https://dev.mplassociation.org/Web/Publications/Inside_Medical_Liability/Issues/2020/Q1/Articles/EHRs_demonstrate_troubling_correlation.aspx
https://www.mplassociation.org/Web/Publications/Inside_Medical_Liability/Issues/2020/Q1/Articles/Electronic_health_record_usability_and_patient_safety.aspx
https://www.medpro.com/documents/10502/2820774/Aligning+Electronic+Health+Record+Use+With+Quality+Improvement+Goals.pdf
https://www.linkedin.com/pulse/case-study-failure-diagnose-pulmonary-embolism-results-patients/?trackingId=COISZIT5FgtUT3EzpQ8DWg%3D%3D
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e Case Study: Oversight in Electronic Health Record Causes a Delay in Ovarian Cancer
Diagnosis

e Checklist: Electronic Documentation
e Checklist: Improving Patient Identification and Matching in Electronic Records
e Checklist: Using an Electronic Health Record System to Support Quality Improvement

e Continuing Education On-Demand Program: A Complex Reality: Electronic Health Record
Risks and Quality Improvement Opportunities

e Continuing Education On-Demand Program: Documentation Essentials for Healthcare and
Dental Professionals

e Continuing Education On-Demand Program: Risk Focus: Documentation in Dentistry

e Continuing Education On-Demand Program: Understanding Audit Logs and Trails: Risk
Strategies for Monitoring Metadata

e Electronic Health Records: Patient Safety and Liability Concerns

e Guideline: Health Records Release

e Guideline: Record Retention

e Guideline: Using an EHR System as a Quality Improvement Tool in Your Healthcare Practice
¢ Reducing Risks Associated With Electronic Signatures

¢ Risk Management Review: Documentation Errors Lead to Missed Diagnosis and Suboptimal
Outcome

¢ Risk Q&A: Documenting Care for Transgender Patients

e Risk Q&A: Information Blocking and the 21st Century Cures Act

¢ Risk Q&A: Using Health Information Technology to Engage Patients

¢ Risk Tips: Using Scribes to Document Clinical Care

e The Power of Words: Using Language to Support Collaborative Provider—Patient Relationships
e Tips for Amending Electronic Health Records

o Weathering the Storm: Electronic Health Records and Disaster Recovery

e When the System Goes Down: Proactive Planning for Electronic Health Record Downtime

The National Institute for Occupational Safety and Health

¢ How Work Information and Electronic Health Records Work
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https://www.medpro.com/cs-EHR-oversight-delay-diagnosis-ovarian-cancer
https://www.medpro.com/cs-EHR-oversight-delay-diagnosis-ovarian-cancer
https://www.medpro.com/documents/10502/2899801/Checklist_Electronic+Documentation.pdf
https://www.medpro.com/documents/10502/2899801/Checklist_+Improving+Patient+Identification+and+Matching+in+Electronic.pdf
https://www.medpro.com/documents/10502/2899801/Using+an+Electronic+Health+Record+System+to+Support+Quality+Improvement.pdf
https://www.medpro.com/complex-reality-EHR-od
https://www.medpro.com/complex-reality-EHR-od
https://www.medpro.com/documentation-essentials-od
https://www.medpro.com/documentation-essentials-od
https://www.medpro.com/documentation-in-dentistry-od
https://www.medpro.com/understanding-audit-logs
https://www.medpro.com/understanding-audit-logs
https://www.medpro.com/documents/10502/2820774/Electronic+Health+Records%3A+Patient+Safety+and+Liability+Concerns.pdf
https://www.medpro.com/documents/10502/2837997/Guideline_Health+Records+Release.pdf
https://www.medpro.com/documents/10502/2837997/Guideline_Record+Retention.pdf
https://www.medpro.com/documents/10502/2837997/Guideline_Using+an+EHR+as+a+Quality+Improvement+Tool.pdf
https://www.medpro.com/reducing-risks-associated-with-electronic-signatures
https://www.medpro.com/reducing-risks-associated-with-electronic-signatures
https://www.medpro.com/documents/10502/2735124/Risk+Management+Review_May+2020_MedPro+Group.pdf
https://www.medpro.com/documents/10502/2735124/Risk+Management+Review_May+2020_MedPro+Group.pdf
https://www.medpro.com/documents/10502/3019648/Risk+Q%26A_Documenting+Care+for+Transgender+Patients_MedPro+Group.pdf
https://www.medpro.com/documents/10502/3019648/Risk+Q%26A_Information+Blocking+and+the+21st+Century+Cures+Act_MedPro.pdf
https://www.medpro.com/documents/10502/aee2d919-6905-49a6-9ee3-e9c4c619463f
https://www.medpro.com/documents/10502/3667697/Risk+Tips_Using+Scribes+to+Document+Clinical+Care_MedPro+Group.pdf
https://www.medpro.com/using-language-to-support-collaborative-provider-patient-relationships
https://www.medpro.com/EHR-amendments
https://www.medpro.com/documents/10502/2820774/Article_Weathering+the+Storm.pdf
https://www.medpro.com/proactive-planning-EHR-downtime
https://www.medpro.com/proactive-planning-EHR-downtime
https://www.cdc.gov/niosh/ehr/about/index.html
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The Office of the National Coordinator for Health Information
Technology

Benefits of EHRs

Health IT Privacy and Security Resources for Providers

Privacy, Security, and HIPAA

SAFER Guides

Strategy on Reducing Burden Relating to the Use of Health IT and EHRs

Your Mobile Device and Health Information Privacy and Security

Patient Safety and Quality Healthcare

The Danger to Patients When Health Information Privacy Isn’t Protected

Health IT and Diagnostic Safety: Promise and Peril

The Pew Charitable Trusts

Electronic Health Records—Interoperability

Electronic Health Records—Safety and Usability

Improving Patient Care Through Safe Health IT

More Universal Use of Electronic Health Records Is Improving Patient Care
Most Americans Want to Share and Access More Digital Health Data

Ways to Improve Electronic Health Record Safety

U.S. Department of Health and Human Services

Electronic Medical Records in Healthcare
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https://www.healthit.gov/topic/health-it-and-health-information-exchange-basics/benefits-ehrs
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.healthit.gov/topic/privacy-security-and-hipaa
https://www.healthit.gov/topic/safety/safer-guides
https://www.healthit.gov/topic/usability-and-provider-burden/strategy-reducing-burden-relating-use-health-it-and-ehrs
https://www.healthit.gov/topic/privacy-security-and-hipaa/your-mobile-device-and-health-information-privacy-and-security
https://www.psqh.com/news/the-danger-to-patients-when-health-information-privacy-isnt-protected/
https://www.psqh.com/analysis/health-it-and-diagnostic-safety-promise-and-peril/
http://www.pewtrusts.org/en/research-and-analysis/collections/2016/11/electronic-health-records-interoperability
http://www.pewtrusts.org/en/research-and-analysis/collections/2016/11/electronic-health-records-safety-and-usability
http://www.pewtrusts.org/en/research-and-analysis/reports/2017/12/improving-patient-care-through-safe-health-it
https://www.pewtrusts.org/en/research-and-analysis/articles/2022/11/16/more-universal-use-of-electronic-health-records-is-improving-patient-care
https://www.pewtrusts.org/en/research-and-analysis/issue-briefs/2021/07/most-americans-want-to-share-and-access-more-digital-health-data
https://www.pewtrusts.org/en/research-and-analysis/reports/2018/08/28/ways-to-improve-electronic-health-record-safety
https://www.hhs.gov/sites/default/files/2022-02-17-1300-emr-in-healthcare-tlpwhite.pdf

