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Checklist

Avoiding Poor Quality and Fraudulent
Medical Supplies and Devices

Poor quality and fraudulent medical supplies and devices are a growing threat to patient safety in the
United States and around the world. This threat has proliferated in the wake of ongoing supply chain
issues in healthcare." Listed as one of ECRI's Top 10 Health Technology Hazards for 2025,
substandard and counterfeit supplies and devices can harm patients, disrupt the already tenuous

supply chain, worsen product shortages, and cost organizations time and money.?

Tackling poor quality and fraudulent supplies and devices is challenging because the supply chain is
complex, and issues can occur at any stage. These materials may result from poor manufacturing,
poor quality control, tampering, diversion, or counterfeiting.® Addressing this persistent issue will
require large-scale interventions that involve numerous stakeholders. However, at the organizational
level, proactive steps can help prevent faulty supplies and devices from entering the system and

wreaking havoc.

The following checklist offers high-level strategies to help organizations assess current procurement

and supply chain protocols and identify potential gaps.*

Does your organization have written due diligence policies, procedures, and O O
checklists associated with procuring medical supplies and devices?

Have accountabilities for due diligence procedures been assigned, and are staff O O
members aware of their responsibilities?

Does your organization procure medical supplies and devices from known and O O
trusted manufacturers or distributors?

When possible, does your organization avoid purchasing medical supplies and O O
devices from online consumer websites?
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Checklist: Avoiding Poor Quality and Fraudulent Medical Supplies and Devices

Has your organization established thorough criteria for evaluating suppliers and
distributors, including:

e History and experience?

e Reputation, including letters of recommendation or testimonials?
e Safety and quality standards?

e Physical location and any associated vulnerabilities?

e Compliance with regulatory and professional standards?

e Relevant licenses, registrations, certifications, and inspections?

e Credentials and training processes?

e Technical and physical safeguards?

¢ Quality control and quality assurance processes and procedures?

e Documentation processes?
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Has your organization identified factors that could be red flags during the
evaluation process (e.g., lack of transparency, inability to produce necessary
documentation, inadequate staffing, and previous criminal or civil penalties)?
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Does your organization conduct and document routine audits of suppliers to verify
compliance with quality, safety, and regulatory standards?

[]

[]

Does your organization contract with testing organizations to verify the
functionality and safety of equipment and supplies?

Has your organization established internal testing and approval procedures for
new supplies and devices that are not validated externally?

Does your organization select supplies and equipment that come with tamper-
resistant features or packaging (e.g., seals, bands, labels, and closures)?

Are healthcare providers and staff members asked to provide feedback on the
quality of medical supplies and equipment?
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Yes ‘ No
Are mechanisms in place to enable tracking of all supplies and devices within the O O
system (e.g., serial numbers, barcodes, RFID, etc.)?
Does your organization have a well-designed process for reporting substandard,
defective, or suspicious medical supplies and devices both internally and to [] []
appropriate authorities?
Is a process in place to immediately sequester supplies or devices with known or O O
suspected quality issues?
Do individuals who are responsible for managing contracts and relationships with 0 0
distributors and suppliers maintain appropriate oversight?
Does your organization educate the workforce about supply chain issues,
strategies for spotting poor quality or fraudulent materials, and appropriate [] []
reporting protocols?

Resources

e ECRI: Combating Substandard and Counterfeit Medical Devices

e Health Care Science: Rethinking Counterfeit Medical Supply Chains: A Critical Review of the

Current Literature

e Michigan State University Center for Anti-Counterfeiting and Product Protection: Assessing the

Risks of Counterfeiting and lllicit Diversion of Health Care Products

e Security: Protecting Hospitals From Supply-Chain Counterfeits and Other Security Threats

¢ World Health Professional Alliance: Be Aware: Helping to Fight Counterfeit Medicines, Keeping

Patients Safer
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https://home.ecri.org/blogs/ecri-blog/combating-substandard-and-counterfeit-medical-devices
https://onlinelibrary.wiley.com/doi/full/10.1002/hcs2.97
https://onlinelibrary.wiley.com/doi/full/10.1002/hcs2.97
https://a-capp.msu.edu/article/assessing-the-risks-of-counterfeiting-and-illicit-diversion-of-health-care-products/
https://a-capp.msu.edu/article/assessing-the-risks-of-counterfeiting-and-illicit-diversion-of-health-care-products/
https://www.securitymagazine.com/blogs/14-security-blog/post/96068-protecting-hospitals-from-supply-chain-counterfeits-and-other-security-threats
https://www.whpa.org/sites/default/files/2018-12/Toolkit_BeAware_Background.pdf
https://www.whpa.org/sites/default/files/2018-12/Toolkit_BeAware_Background.pdf
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This document does not constitute legal or medical advice and should not be construed as rules or establishing a
standard of care. Because the facts applicable to your situation may vary, or the laws applicable in your jurisdiction may
differ, please contact your attorney or other professional advisors if you have any questions related to your legal or

medical obligations or rights, state or federal laws, contract interpretation, or other legal questions.

MedPro Group is the marketing name used to refer to the insurance operations of The Medical Protective Company,
Princeton Insurance Company, PLICO, Inc. and MedPro RRG Risk Retention Group. All insurance products are
underwritten and administered by these and other Berkshire Hathaway affiliates, including National Fire & Marine
Insurance Company. Product availability is based upon business and/or regulatory approval and may differ among

companies.
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