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Objectives

After listening to this presentation, you should be able to:

Review how social media platforms are used in healthcare

Discuss how inappropriate use of social media can lead to liability 

exposure

Identify proactive strategies to mitigate the risks and enhance the 

benefits of social media use

Consider responses to inappropriate use of social media in 

healthcare
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% of U.S. adults who use at least one social media site
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Source: Pew Research Center. (2017, January). Social media fact sheet. Retrieved from www.pewinternet.org/fact-sheet/social-media

Prevalence of social media use

http://www.pewinternet.org/fact-sheet/social-media/
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Twitter

Facebook

Instagram

YouTube

SnapChat

Skype

FaceTime

Websites

Blogs

RSS feeds

AN “APP” FOR THIS AN “APP” FOR THAT

Range of technologies and applications
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Source: Pew Research Center. (2017, January). Social media fact sheet. Retrieved from www.pewinternet.org/fact-sheet/social-media

Social media platform popularity
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http://www.pewinternet.org/fact-sheet/social-media/
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Source: Pew Research Center. (2016, November). Social media update 2016. Retrieved from 

www.pewinternet.org/2016/11/11/social-media-update-2016

All online adults 79%

Men 75

Women 83

18-29 88

30-49 84

50-64 72

65+ 62

High school degree or less 77

Some college 82

College+ 79

Less than $30k/year 84

$30k — $49,999 80

$50k — $74,999 75

$75,000+ 77

Urban 81

Suburban 77

Rural 81

Social media platform popularity: Facebook

79% of online adults 

(68% of all Americans) 

use Facebook.

Note: Race/ethnicity not shown due 

to sample size. Survey completed 

March 7―April 4, 2016.

% of U.S. adults who use Facebook

http://www.pewinternet.org/2016/11/11/social-media-update-2016
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42% of individuals viewing health information on social media look at health-related 

consumer reviews.

74% of internet users engage on social media. 80% of those internet users are 

specifically looking for health information, and nearly half are searching for 

information about a specific doctor or health professional.

27% of patients comment or post status updates based on health-related experiences.

43% of baby boomers are starting to leverage social media for healthcare-related 

information.

18 to 24 year olds are more than 2x as likely than 45 to 54 year olds to use social 

media for health-related discussions.

30% of adults are likely to share information about their health on social media sites 

with other patients, 47% with doctors, 43% with hospitals, 38% with a health 

insurance company and 32% with a drug company.

Consumers increasingly rely on social media 

Source: ReferralMD. (2017). 30 facts & statistics on social media and healthcare. Retrieved from 

https://getreferralmd.com/2017/01/30-facts-statistics-on-social-media-and-healthcare

https://getreferralmd.com/2017/01/30-facts-statistics-on-social-media-and-healthcare
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Quick dissemination of information about services and products

Contemporary marketing methodology for efficient and cost-effective advertising

Mechanism for reaching a broad population

Development of personal support and information-sharing groups

Benefits of social media use in healthcare
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Lack of staff training

Violations of HIPAA and breach of confidentiality

Inaccurate and outdated website information

Failure to comply with Federal Trade Commission (FTC) 

regulations related to advertising

Lack of adequate policies and procedures related to social 

media use

Failure to assign a website administrator

Risks of social media use in healthcare
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Social media nightmares
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Social media nightmares
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Social media nightmares
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Learn more about truth in advertising

www.ftc.gov/news-events/media-resources/truth-advertising

Social media presence: proactive risk interventions

Limited number of website administrators

Scheduled site review and monitoring

Routinely update content

Training (e.g., HIPAA, social media policies)

FTC considerations

Information truthful and nondeceptive?

Evidence to back up claims?

Fair, nonbiased content?

http://www.ftc.gov/news-events/media-resources/truth-advertising
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Does your organization’s network prohibit access to inappropriate websites?

Does your organization have a policy that specifies appropriate and 

inappropriate internet use?

Does your organization’s policy permit internet use during nonworking hours 

(e.g., lunch and breaks) on facility-owned devices?

Does your organization’s policy identify prohibited sites or uses 

(shopping sites, dating sites, etc.)?

Does your organization consistently enforce its policy with all staff?

Restrictions and appropriate internet use
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Risk strategies for staff education and training

Annual education updates

Confidentiality agreements

Corrective action policies

Monitoring program

Employee orientation 

and training

Social media policies

Restrictions & appropriate internet 

use

Use of facility-owned technology & 

devices

HIPAA

Social media policies
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Learn more about employee rights

www.nlrb.gov/resources/national-labor-relations-act

Social media policy considerations

Balancing employees’ rights under Section 7 

of the National Labor Relations Act and an 

employer’s rights and duties to protect 

patients’ protected health information (PHI) 

and confidential business information

Monitoring for potential abuses 

Addressing employee harassment or 

discrimination through social media

Using appropriate disclaimers

http://www.nlrb.gov/resources/national-labor-relations-act
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Do nothing.

Remove or ask the webmaster to remove the post.

Do NOT engage in an online debate!

Respond with script language to indicate you are committed to 

providing excellent patient care and encourage anyone with 

concerns to contact your office directly.

Managing online reviews – options to consider



|  17

Develop social media policies for staff that include disciplinary guidelines 

and corrective actions.

Develop staff policies that delineate the appropriate use of personal 

devices, facility-owned technology, and the internet during working hours.

Conduct annual staff training and education (e.g., HIPAA training and 

review of social media policies).

Designate a limited number of social media administrators.

Regularly monitor your online presence (e.g., website, social media 

accounts, etc.).

Develop a framework for managing negative reviews.

Summary


