
Responding to Legal Requests and
Demands for Protected Health

Information



What is the HIPAA?

• Health Insurance Portability and
Accountability Act of 1996.

• The primary goal of the law is to make it
easier for people to keep health insurance, to
protect the confidentiality and security of
healthcare information, and to help the
healthcare industry control administrative
costs.



HIPAA: What is PHI?
• “Protected Health Information” (PHI) is the traditional medical

record BUT includes more . . . (45 C.F.R 160.103).

• PHI is individually identifiable health information, including
demographic data that relates to:

– The individuals past, present or future physical or mental health
or condition

– The provision of health care to the individual, or

– The past, present, or future payment for the provision of health
care to the individual

• And that identifies the individual or reasonable basis to believe it
can be used to identify the individual.

• HITECH: Now excludes “records of a person who has been
deceased for more than 50 years.”



What are appropriate disclosures?

Court Orders, Warrants, Subpoenas,

Administrative Demands



Question 1

• Are you a party to the lawsuit or subject of the
investigation?

• If yes – get legal counsel

• If no – proceed to Question 2



Question 2

• Does the subpoena, court order, warrant, or
administrative demand have jurisdiction?

• Example – I can’t subpoena medical records
from Cleveland Clinic in WV med mal case

• If no jurisdiction, then not obligated to
respond

• If there is a question – get legal counsel



Question 3

• What kind of request/demand is it?

– Authorization?

– Court Order?

– Warrant?

– Subpoena?

– Administrative Demand?



AUTHORIZATIONS



Authorization

• Is it a valid authorization?

– 45 CFR 164.508(c)

• Description of the information

• Who is asking for it and who gets it

• Purpose of the request

• Expiration date

• Signature

• Proper Notice



Authorization – Cont.

• Who signed it?

– Patient

– Personal Representative

• Must have a description of such representative’s
authority to act for the individual



ORDERS AND WARRANTS



Orders – Court/Administrative
Tribunal

• 45 CFR §164.512(e) (see also 164.512(f)(1)(ii)(A))

• “A covered entity may disclose protected health
information in the course of any judicial or
administrative proceeding…in response to an order
of a court or administrative tribunal, provided that
the covered entity discloses only the PHI expressly
authorized by such order.”

• STRICTLY COMPLY WITH THE ORDER – PROVIDE ONLY
WHAT IS ASKED FOR







Warrants

• Signed by Judge or Magistrate?

• If so, “A covered entity may disclose PHI…in
compliance with and as limited by the relevant
requirements of…a court order or court-ordered
warrant, or a subpoena or summons issued by a
judicial officer.” 164.512(f)(1)(ii)(A)

• Don’t interfere and CALL LEGAL COUNSEL











SUBPOENAS



Grand Jury Subpoenas

• 164.512(f)(1)(ii)(B): “A covered entity may
disclose protected health information…in
compliance with and as limited by the
relevant requirements of…a grand jury
subpoena…”

• Call Legal Counsel







CAUTION!
• Each state is different!

• Certain state laws are actually more stringent with
regard to privacy and must be followed over HIPAA

• http://www.privacy.wv.gov/Pages/default.aspx

• Cleveland Clinic case

– Turned over records in response to a grand jury
subpoena

– Sued because Ohio’s state law did not permit
disclosure of patient records pursuant to a grand
jury subpoena without patient authorization



Subpoenas - General
• 164.512(e)(1)(ii) – A covered entity may disclose PHI

in the course of any judicial or administrative
proceeding…in response to a subpoena, discovery
request, or other lawful process, that is not
accompanied by an order of a court or administrative
tribunal, if one of two conditions is made

1. The covered entity receives “satisfactory assurance”…from
the party seeking the information that reasonable efforts
have been made by such party to ensure that the
individual who is the subject of the PHI that has been
requested has been given notice of the request.



Satisfactory Assurances #1
• Written statement and accompanying documentation that:

– The requesting party has made a good faith attempt to
provide written notice of the individual;

– The notice included sufficient information about the
litigation or proceeding in which the PHI is requested to
permit the individual to raise an objection to the court or
administrative tribunal; AND

– The time for the individual to raise objections to the court
or administrative tribunal has elapsed, and: no objections
were filed or any objection has been resolved and the
disclosure is consistent with that resolution.









Subpoenas - General
• 164.512(e)(1)(ii) – A covered entity may disclose PHI

in the course of any judicial or administrative
proceeding…in response to a subpoena, discovery
request, or other lawful process, that is not
accompanied by an order of a court or administrative
tribunal, if one of two conditions is made

2. The covered entity receives “satisfactory assurance”…from
the party seeking the information that reasonable efforts
have been made by such party to secure a qualified
protective order that meets the requirements of HIPAA



Satisfactory Assurances #2
• Written statement and accompanying

documentation that:

– The parties to the dispute giving rise to the
request for information have agreed to a qualified
protective order and have presented it to the
court or administrative tribunal with jurisdiction
over the dispute; or

– The party seeking the protected health
information has requested a qualified protective
order from such court or administrative tribunal.



Qualified Protective Order
• An order of a court or of an administrative

tribunal or a stipulation by the parties to the
litigation or administrative proceeding that:

– Prohibits the parties from using or disclosing the
protected health information for any purpose
other than the litigation or proceeding for which
such information was requested; and

– Requires the return to the covered entity or
destruction of the PHI (including all copies made)
at the end of the litigation or proceeding.



Subpoenas - General

• Absent those “satisfactory assurances” can’t
disclose without:

– Authorization

– Provider, itself, providing the notice from #1 or
seeking a qualified protective order.



Subpoenas - General

• No mental health records via subpoena from
attorney

• W.Va. Code §27-3-1 and 27-3-2- has to be by
an order of a court based on a finding the that
the information is sufficiently relevant to a
proceeding before the court to outweigh the
importance of maintaining confidentiality.



Subpoenas – General
W.Va. Code §57-5-4b, 4c, and 4d

• If receive a subpoena for hospital records and conditions have
been met and the hospital is not a party nor the place where
any cause of action is alleged to have arisen, hospital can
comply with the subpoena by supplying a sealed copy of the
records.
– Exceptions

• Subpoena states: “The Procedure authorized pursuant to section four-b of this
article will not be deemed sufficient compliance with this subpoena.” 57-5-4g

• Subpoena states: “Original records are required, and the procedure authorized
pursuant to section four-b, article five, chapter fifty-seven of this code, will not be
deemed sufficient compliance with this subpoena.” 57-5-4h



Subpoenas – General
W.Va. Code §57-5-4b, 4c, 4d, 4e

• Seal the records in an inner-envelope or wrapper with the
style and number of the action, name of witness and date of
subpoena on the inner-envelope.

• Place inner-envelope in an outer-envelope and wrapper, seal
it and address the envelope:
– If appearance is in court – the clerk or judge

– If appearance at a deposition – the officer before whom the
deposition is to be taken



Subpoenas – General
W.Va. Code §57-5-4e

• With the records, enclose an Affidavit stating

– Duly authorized custodian of the records and has authority to certify
the records

– The copy is a true copy of all the records described in the subpoena

– The records were prepared by the personnel of the hospital, staff
physicians, or persons acting under the control of either, in the
ordinary course of hospital business at or near the time of the act,
condition or event reported therein, and

– Certifying the amount of the reasonable charges of the hospital for
furnishing such copies of the records.

– If there are no records – custodian shall so state in the affidavit



Administrative Requests, Subpoenas, Summons,
Investigative Demands



Administrative
• 164.512(f)(1)(ii)(C) – A covered entity may disclose PHI…in

compliance with and as limited by the relevant requirements
of…an administrative request, including an administrative
subpoena or summons, a civil or an authorized investigative
demand, or similar process authorized under law, provided
that (GET CONFIRMATION IN WRITING THAT):

– The information sought is relevant and material to a
legitimate law enforcement inquiry;

– The request is specific and limited in scope to the extent
reasonably practicable in light of the purpose for which the
information is sought; and

– De-identified information could not reasonably be used.



Other Requests, Demands, Inquiries and Reports



CPS
• Child Protective Services – W.Va. Code 49-2-803 –

requires any medical provider who has reasonable
cause to suspect that a child has been neglected or
abused to report to the DHHR. If one believes the
child suffered serious physical abuse or sexual abuse
or sexual assault, report to State Police and any law-
enforcement agency having jurisdiction to investigate

• 49-2-809 – Reporting Procedure

• 49-2-812 – Penalties for failing to report –
Misdemeanor



CPS
• W.Va. Code §49-2-807 – Requires report to

the medical examiner when there is
reasonable cause to suspect a child has died
as a result of child abuse or neglect.

• W.Va. Code §49-2-808 – May take
photographs of areas of trauma visible on
child and, if medically indicated, perform
radiology studies. If done, requires sending
with the report



APS
• APS – W.Va. Code §9-6-9 – “If any medical, dental or

mental health professional…has reasonable cause to
believe that an incapacitated adult or facility resident
is or has been neglected, abused or placed in an
emergency situation, or if such person observes an
incapacitated adult or facility resident being
subjected to conditions that are likely to result in
abuse, neglect or an emergency situation, the person
shall immediately report the circumstances…”

• W.Va. Code §9-6-11 – Reporting procedures



APS

• W.Va. Code §9-6-10 – Report to medical
examiner if probable cause to believe that an
incapacitated adult or facility resident has
died as a result of abuse or neglect.

• W.Va. Code §9-6-14 – Penalty for failing to
report – Misdemeanor



APS
• HIPAA – 164.512(c)(1) permits the disclosure as it is required

by law. However - - -

• HIPAA – 164.512(c)(2) – if disclosure is made, must promptly
inform the individual that such report has been or will be
made, except if:

– The covered entity, in the exercise of professional
judgment, believes informing the individual would place
the individual at risk of serious harm; or

– The covered entity would be informing a personal
representative, and the covered entity reasonably believes
the personal representative is responsible for the abuse,
neglect, or other injury, and that informing such person
would not be in the best interests of the individual…



CPS/APS

• If you get a request/demand for records that
did not involve a required reporting then
follow the other HIPAA rules regarding
subpoenas, court orders, warrants,
administrative demands



Custody Issues

• W.Va. Code §48-9-209 – In the case of parents who
do not live together, each such parent has full and
equal access to a child’s medical records absent a
court order to the contrary; Neither parent may veto
the access requested by the other parent.



DMV

• Authorizes providers to report to the DMV the
name, DOB, and address of every person who
suffers from a physical or mental condition
that prevents the person from safely operating
a motor vehicle.



DUI Investigations

• W.Va. Code §17C-5-4 and 17C-5-6 – mandates
implied consent for secondary chemical test of
blood, breath, or urine for purposes of determining
alcoholic content of a driver’s blood; requires
physician, nurse, or trained medical technician to
withdraw blood for this purpose; implies mandated
disclosure of contents to law enforcement

• Patient can refuse



Motor Vehicle Deaths

• W.Va. Code §17C-5B-1 and 17C-5B-2 –
Requires blood test to be taken of any driver
or adult pedestrian who dies as a result of a
MVA; requires results to be reported to the
Chief Medical Examiner and to the WV State
Police.



Gunshot and Knife Wounds

• W.Va. Code§61-2-27 – Requires any medical
provider who provides medical treatment to a
person suffering a wound from a gunshot or
knife or other sharp or pointed instrument,
under circumstances which would lead a
reasonable person to believe the wound
resulted from a violation of criminal law to
report same to law enforcement



Reporting of Burns

• W.Va. Code §61-2-27a – a provider who
examines or renders medical treatment to a
person with a burn (fire or chemical) must
report same to the office of the state fire
marshal if the situation gives the health care
provider reasonable cause to suspect that the
injury occurred during the commission or
attempted commission of an arson.



Reporting Violent or Unusual
Deaths

• W.Va. Code §61-12-8 – Requires any physician in attendance
to report to Chief Medical Examiner, county ME, or Coroner
the death of a person from violence, death from suicide,
sudden death in a healthy patient, an inmate of a public
institution, some disease which might constitute a public
health threat

• Failure to do so - misdemeanor

• Chief Medical Examiner can request medical records for
treatment prior to death



Fatality and Mortality Review Team
• W.Va. Code§61-12A-1 through 61-12A-4

• Created under the Bureau for Public Health – a
multidisciplinary team created to oversee and
coordinate the examination, review and assessment
of:
– Deaths from unintentional prescription or pharmaceutical drug

overdoses

– The deaths of children under the age of 18

– Deaths from suspected domestic violence

– Deaths of all infants and all women who die during pregnancy, at the
time of birth or within 1 year of the birth of a child



Fatality and Mortality Review Team

• W.Va. Code §61-12A-3 – FMRT and the
advisory panel may request information and
records as necessary to carry out its
responsibilities – includes requesting medical
dental and mental health records



Additional Law Enforcement

• 164.512(f)(5) – A covered entity may disclose
to law enforcement protected health
information that the covered entity believes in
good faith constitutes evidence of criminal
conduct that occurred on the premises of the
covered entity.



Additional Law Enforcement
• 164.512(f)(2) – a covered entity may disclose the following PHI in response

to a law enforcement official’s request for information for purpose of
identify or locating a suspect, fugitive, material witness, or missing person:

– Name and address

– DOB and SSN

– ABO blood type and rh factor

– Type of injury

– Date and time of treatment

– Date and time of death if applicable and

– Description of distinguishing physical characteristics

– NOT DNA, dental records, analysis of body fluids or tissue or samples



Additional Law Enforcement
• 164.512(f)(3) – a covered entity may disclose PHI in response to a law

enforcement request for such information about an individual who is or is
suspected to be a victim of a crime if:

– If the individual agrees; or

– The CE is unable to obtain agreement due to incapacity or emergency
provided that:

• Law enforcement represents that such info is needed to determine
if a violation of law by a person other than the victim has occurred
and the info is not intended to be used against the victim;

• Law enforcement represents that immediate law enforcement
activity would be materially and adversely affected by waiting until
the individual is able to agree; and

• The disclosure is in the best interests of the individual in the
exercise of professional judgment



Additional Law Enforcement
• 164.512(j)(1) – A CE may, consistent with

applicable law and standards of ethical
conduct, use or disclose PHI, if the CE, in good
faith, believes the use or disclosure:

– Is necessary to prevent or lessen a serious and
imminent threat to the health or safety of a
person or the public; and

– Is made to a person reasonably able to prevent or
lessen the threat, including the target of the
threat



Additional Law Enforcement
• 164.512(j)(2) - A CE may, consistent with applicable law and

standards of ethical conduct, use or disclose PHI, if the CE, in
good faith, believes the use or disclosure:

– Is necessary for law enforcement to identify or apprehend
an individual

• Because of a statement by an individual admitting
participation in a violent crime that the covered entity
reasonably believes may have cause serious physical
harm to the victim; or

• Where it appears from all the circumstances that the
individual has escaped from a correctional institution or
from lawful custody.



Additional Law Enforcement
• If considering a disclosure because of a statement made, the

disclosure cannot be made if the statement was made:

– In the course of treatment to affect the propensity to
commit the criminal conduct that is the basis for the
disclosure, or counseling or therapy

– Through a request by the individual to initiate or to be
referred for treatment, counseling, or therapy

• The disclosure regarding the statement must be limited to the
statement and the PHI permitted for locating an individual



Useful Resources

• 2015 West Virginia Health Care Privacy Laws
HIPAA Preemption Analysis -
http://www.privacy.wv.gov/SiteCollectionDoc
uments/HIPAA/2015%20HIPAA%20Preemptio
n%20Update.pdf

• HIPAA Frequently Asked Questions -
http://www.hhs.gov/ocr/privacy/hipaa/faq/in
dex.html



• J. Dustin Dillard: ddillard@flahertylegal.com
(304) 347-4258

• Robert L. Coffield: rcoffield@flahertylegal.com
(304) 345-3791

• www.flahertylegal.com


