Using Physical Safeguards to Prevent
Security Breaches
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As part of your organization’s security risk assessment, review physical
security measures to determine potential areas of vulnerability. (Note: The
HIPAA Security Rule requires covered entities and their business associates to
conduct risk assessments. 4)

Include physical security measures in your organization’s written security plan
as well as staff accountabilities for implementing and following policies
related to physical safeguards.

Keep an up-to-date inventory of all electronic devices, where they are
located, and their function. Move devices that are located in areas that might
be vulnerable to theft or where inadvertent disclosure of information might
occur.

Lock any storage areas that contain electronic equipment and media that
contain proprietary and sensitive information. Determine who is authorized to
access these areas and who will maintain the keys or access codes.

Strictly prohibit employees from sharing passwords and placing written
passwords in easily accessible locations (e.g., taped to a computer monitor or
placed in an unlocked desk drawer).

Consider safeguards such as security cameras, security alarms, door and file
locks, and privacy screens for computer monitors. Position monitors so that
they face away from public view.
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Ensure that the organization’s policies clearly prohibit employees from
removing devices containing ePHI (e.g., laptops, tablets, etc.) from the
facility, unless specifically required. The policy also should stipulate that
when devices are removed from the facility with approval, they should never
be left in vehicles.

Develop protocols for disposal of electronic devices, media, and hardcopy
records and information. Ensure staff members are aware of the protocols and
best practices, and monitor for compliance.

Limit the number of people who have keys or access codes to the facility or
restricted areas of the facility; do not give keys to employees who have not
passed probationary periods.

Restrict entry to areas of the facility where patient data can be accessed;
implement these restrictions during times when the areas are not in use or
outside of business hours.

Stipulate the return of keys and facility-issued identification or access badges
from employees who quit or are terminated. Employees who are fired should
turn in their keys and badges immediately upon termination, and badges
should be deactivated. They should not be given the opportunity to access any
patient- or business-related information.

Change locks and access codes on facility doors if any former employees pose
legitimate concerns about unauthorized access.
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Post signs to remind employees, patients, and visitors about security policies
and monitoring as well as the organization’s commitment to privacy and
confidentiality.

Include physical security as part of your overall security training for staff
members during orientation and in-service trainings. Periodically audit your
security policies for compliance and take corrective action as needed.
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